
MSP  
MATURITY CHECK

Vetting Your MSP’s Security Posture



These days, cybersecurity is a vital concern for 
companies across virtually every industry. For many 
companies that do not have security professionals 
on staff, working with a Managed Service Provider 
(MSP) can be a cost-effective way to develop security 
capabilities and respond to threats. 
 
MSPs traditionally provide IT services such as network 
management and helpdesk services. As the need for 
outsourced cybersecurity services has increased—a 
market that is estimated to grow to nearly $19 billion 
by 2024—many traditional MSPs, eager to rebrand 
themselves as Managed Security Service Providers 
(MSSPs), have responded by adding managed 
cybersecurity to their service offerings. 

Introduction

https://www.msspalert.com/cybersecurity-research/managed-security-services-market-forecast/
https://www.msspalert.com/cybersecurity-research/managed-security-services-market-forecast/


However, it is not enough for an MSP or MSSP to sell 
cybersecurity solutions—the privileged access they 
hold to customer environments necessitates that MSPs 
develop their own internal cybersecurity maturity. It is 
critically important for customers to understand how 
the service provider manages risk—both for their own 
systems as well as the clients they manage. This guide 
is intended to serve as a starting point for opening that 
conversation with your service provider.

This resource is based on the articles “Life After Kaseya: Weighing the Risk of 
Remote Monitoring and Management,” which first appeared in CRN (read the full 
article) and “21 Questions to Determine if Your MSP Is Ready for Prime Time or Is 
Setting the Stage for Cybersecurity Problems,” which first appeared in CISO Mag 
(read the full article).

Important Note

If your business uses a third-party vendor such as 
an MSP or MSSP to manage your IT or security 
operations, for better or worse, you inherit 
many elements of the vendor’s own internal 
cybersecurity maturity (or immaturity).

https://www.crn.com/news/security/the-channel-angle-weighing-the-risk-of-remote-monitoring-and-management-after-the-kaseya-attack
https://www.crn.com/news/security/the-channel-angle-weighing-the-risk-of-remote-monitoring-and-management-after-the-kaseya-attack
https://cisomag.eccouncil.org/21-questions-managed-service-providers/
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An Attractive Target 

Because MSPs provide services to many customers at 
once, they act as a critical leverage point for managing—or 
amplifying—risk. “By servicing a large number of customers,” 
a recently updated CISA alert notes, “MSPs can achieve 
significant economies of scale. However, a compromise in one 
part of an MSP’s network can spread globally, affecting other 
customers and introducing risk.”

Attacks on MSPs have escalated in recent years, with an array 
of reports, including those from U.S. Government agencies 
such as CISA, the FBI, and the Secret Service, as well as 
security vendors such as CrowdStrike and Perch, warning that 
MSPs are being targeted by attackers as a convenient single 
point of entry to breach multiple organizations at once. 

Because MSPs often use centralized platforms to manage 
remote access into their customers’ environments, they are 
an attractive target for cybercriminals seeking to exploit 
this one-to-many relationship. This threat came into sharp 
focus in 2021, when the REvil ransomware gang exploited an 
unpatched vulnerability in Kaseya VSA, a popular platform 
used by MSPs to remotely manage their customers’ networks, 

A N  A T T R A C T I V E  T A R G E T

https://us-cert.cisa.gov/ncas/alerts/TA18-276B
https://us-cert.cisa.gov/APTs-Targeting-IT-Service-Provider-Customers
https://web.archive.org/web/20200320142918/https:/ss-usa.s3.amazonaws.com/c/308473428/media/5c3503d65387b/APT10%20FLASH%20Final%2012.28.18.pdf
https://assets.documentcloud.org/documents/6980788/US-Secret-Service-PIN-on-MSP-attacks.pdf
https://www.crowdstrike.com/resources/reports/2020-crowdstrike-global-threat-report/
https://go.perchsecurity.com/Perch-Security-Report-2020
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to simultaneously infect thousands of MSP clients with 
ransomware.

A N  A T T R A C T I V E  T A R G E T

To protect their clients, MSPs should take a cue 
from airplane safety protocols—please secure your 
own mask before attempting to help others. This 
requires adopting a “security first” mindset that 
prioritizes security in all areas of an MSP’s business.
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Putting Security First 
If your business uses a third-party vendor such as an MSP or 
MSSP to manage your IT or security operations, for better 
or worse, you inherit many elements of the vendor’s own 
internal cybersecurity maturity (or immaturity). Because of 
the direct relationship between your MSP’s security practices 
and your organization’s security posture, there is a significant 
benefit for your organization if your MSP has developed a 
mature security practice—and substantial risk if they have 
not.

Like a Hippocratic oath for IT service providers, MSPs should 
first ensure their own methods and tooling do not put their 
clients at risk.

In practice, many MSPs prioritize operational efficiency 
(ease of deployment, management, and billing) over security. 
Conventional wisdom on how to service clients at scale 
has caused industry-wide blind spots around the systemic 
security risks inherent in many mainstream MSP methods 
and tools, including the use of remote management and 
monitoring (RMM) platforms, ubiquitous among MSPs, which 
were used in the Kaseya attack as a delivery mechanism for 
ransomware. (We explore this topic in depth in “Rethinking 

P U T T I N G  S E C U R I T Y  F I R S T

https://www.cyberdefensemagazine.com/rethinking-remote-monitoring/
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Remote Monitoring and Management: How MSPs Can Put 
Security First and Better Protect Their Clients.”)

To protect their clients, MSPs should take a cue from airplane 
safety protocols—please secure your own mask before 
attempting to help others. This requires adopting a “security 
first” mindset that prioritizes security in all areas of an MSP’s 
business. MSPs must practice what they preach by investing 
in continually developing their own cybersecurity maturity.

https://www.cyberdefensemagazine.com/rethinking-remote-monitoring/
https://www.cyberdefensemagazine.com/rethinking-remote-monitoring/
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MSP Security Check 
The “maturity check” that follows includes 21 questions 
you should ask to vet a potential MSP or MSSP partner to 
understand their security posture, along with some suggested 
actions based on the answers you may receive.

Security Starts with Governance

01. Is the MSP’s security program based on a publicly vetted 
framework, such as the NIST Cybersecurity Framework 
or CIS Controls? It should be. When it comes to building 
cybersecurity maturity, a standards-based approach is 
always better than trying to piece together ad hoc security.

02. Has the MSP designated an internal Information Security 
Officer or similar role? Ask about this person’s experience 
and qualifications, if he or she exists, as well as finding 
out how many other internal staff are in security-relevant 
roles.

03. How comprehensive is your MSP’s security program? 
Request a copy of the MSP’s information security plan and 
related policies. You’ll likely need to be under NDA for the 
vendor to consider sharing these documents; if they are 

Q U E S T I O N S  T O  A S K  Y O U R  M S P 
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reticent to provide this information, ask if you can see the 
table of contents—this may give you an idea of how robust 
their security program is (or is not).

04. How does the MSP support their clients’ compliance 
requirements? For companies subject to DFARS or CMMC, 
for example, do the systems used to access and manage a 
customer’s environment conform to DFARS requirements, 
such as the requirement to use cloud services that 
conform to the FedRAMP Moderate baseline? Read our 
article on additional compliance considerations to learn 
more.

Get to Know the People You’ll Be Working With

05. Will the MSP subcontract any work in conjunction with 
delivering services to your business? If so, you should 
find out if these contractors are contractually bound by 
the MSP’s security policies, and/or if relevant compliance 
requirements flow down contractually from you, the 
client, to relevant subcontractors.

06. What kind of background checks does the MSP conduct 
on its employees and contractors? Make sure these checks 
are, at the very least, on par with what your company 

Q U E S T I O N S  T O  A S K  Y O U R  M S P

https://cisomag.eccouncil.org/cmmc-right-msp-partner/
https://cisomag.eccouncil.org/cmmc-right-msp-partner/
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requires for its own employees.

07. If your company is subject to export control requirements, 
such as those under ITAR or EAR, are the MSP’s staff 
all U.S. Persons? They likely need to be if they will have 
access to your network. 

08. Does the MSP employ individuals with cybersecurity 
credentials such as CISSP? Certifications aren’t everything, 
but they are an indicator that the MSP has invested in 
hiring the necessary skill sets to secure their own systems 
and manage yours.

Your MSP Should Practice What They Preach

09. What security capabilities are employed in the MSP’s 
internal systems and infrastructure? Make sure the MSP 
is meeting best practices in basic cybersecurity hygiene 
categories, such as network security, access control, and 
multi-factor authentication.

10. How does the MSP assess and manage risk? Determine 
the frequency with which the MSP conducts risk 
assessments and ask for details (who, what, when, where, 
how) on their internal risk management program.

Q U E S T I O N S  T O  A S K  Y O U R  M S P



1 5

11. Where does the MSP store client data—including network 
diagrams, configurations, and knowledge-base articles? 
Find out what access controls, authentications methods, 
or other security practices are in place to protect 
security-relevant client data and ensure that security and 
compliance requirements are being met.

12. Does the MSP conduct regular vulnerability scanning 
of its environment? If so, are scans conducted internally, 
externally, or a combination of both? You should be aware 
of your MSP’s process and timeline for detecting and 
remediating vulnerabilities.

13. How does the MSP manage configuration changes to 
their internal systems? Determine if the MSP has a formal 
change-management process in place to control the 
security configuration of critical systems.

The strongest indicator of an MSP’s ability to 
secure their clients’ information may be the nature 
of their own internal security practices.

Q U E S T I O N S  T O  A S K  Y O U R  M S P
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Access to Your Network Should Be Authorized 
and Controlled 

14. How does the MSP manage access to your environment? 
Many MSPs rely on platforms and software products 
designed to manage multiple clients simultaneously, 
including RMM platforms, which are increasingly 
considered an unacceptable risk for MSPs and their clients, 
for many of the reasons discussed in this guide. This is an 
important question to gain clarity on, and further follow-
up questions could include the following: 

•   Is the infrastructure used by the MSP to deliver services 
to clients hosted on-premises or in the cloud? Who 
is responsible for managing vulnerabilities on these 
systems—the MSP or another vendor?

•   What access controls, authentications methods, or other 
security practices are in place to secure these systems?

•   How does the MSP protect its systems to prevent 
attackers from moving laterally from one point of entry 
to gaining access to all the MSP’s clients? Similarly, 
how does the MSP segment data, documentation, and 
management capabilities for different clients?

Q U E S T I O N S  T O  A S K  Y O U R  M S P
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15. What are the MSP’s practices for managing privileged 
account credentials, private keys, and other secrets? Make 
sure that a breach of the MSP’s RMM platform would not 
expose this information to attackers.

16. Does the MSP retain access logs of remote connections 
to their clients’ networks? If so, this information should be 
regularly reviewed for unauthorized activity.

17. Does the MSP operate a security operations center (SOC) 
or does another third-party monitor the MSP’s networks? 
There should be continuous monitoring systems in place 
to identify suspicious, anomalous, or unauthorized activity 
across the MSP’s systems and network.

The Best MSPs Prepare for the Worst 

18. What are the MSP’s backup and recovery strategies for 
systems that contain client data or are used to deliver 
services to clients? 

19. Does the MSP undergo periodic testing of their security 
controls (e.g., penetration testing, red teaming, security 
controls validation)? If so, request the results of the most 

Q U E S T I O N S  T O  A S K  Y O U R  M S P
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recent test; similar to requesting security documentation, 
you will likely need to be under NDA to receive this 
information. 

20. How prepared is the MSP to respond to security 
incidents? Request details of the MSP’s incident response 
plan and dig into their Service Level Agreement (SLA) 
for reporting incidents to clients. If it is not already part 
of your standard contract terms, consider contractually 
requiring the MSP to report relevant security incidents to 
you.

21. Does the MSP retain any third-party incident response 
services for responding to a breach of its own systems or 
client systems? Determine the MSP’s insurance coverage 
amounts (cyber liability and professional liability) and 
assume the MSP will get breached—do they have the 
resources to respond rapidly and appropriately?

Q U E S T I O N S  T O  A S K  Y O U R  M S P
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Conclusion 
 
There’s no such thing as perfect security, and if your MSP 
doesn’t have good answers for each of these questions, it 
doesn’t necessarily mean they are putting your company 
at risk. But the strongest indicator of an MSP’s ability 
to secure their clients’ information may be the nature of 
their own internal security practices. Like the story of the 
cobbler’s children being shoeless, some MSPs operate at low 
cybersecurity maturity even as they sell security solutions 
to their clients. The best way to determine if your MSP is 
the right fit for your business and not a potential source of 
cybersecurity headaches is to have a candid conversation 
about their security practices. Getting the answers to the 
questions in this guide is a great place to start.

C O N C L U S I O N
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Build the barriers that 
protect your business, 
not disrupt it.
Our mission is to secure the U.S critical infrastructure 
by providing world-class cybersecurity services to 
businesses of all sizes.

Or visit: steelroot.us/get-started

www.steelroot.us
info@steelroot.us
978-312-7668

Get Started

https://steelroot.us/get-started/
https://www.steelroot.us
https://steelroot.us/get-started/
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