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Editorial Disclaimer 

This resource is intended to serve as a guide for 
organizations who are considering Microsoft 
365 GCC High as a secure cloud solution for 
compliance. This resource is provided “as is” and 
without warranty of any kind; you should con-
sult a qualified advisor to help you navigate your 
specific compliance requirements.

Steel Root is a Microsoft partner that specializes 
in configuring and implementing GCC High for 
CMMC and DFARS use cases. Some elements 
of this guide are based on our experience and 
may reflect our own opinions and preferences. 
Where applicable, we have noted where infor-
mation may be biased toward the Steel Root 
methodology and attempt to point out consider-
ations for other use cases.

What Is GCC High?

Government Community Cloud High (GCC High) is 
a version of Microsoft Office 365 that is specifically 
designed to support compliance requirements for 
the U.S. Defense Industrial Base. It includes the same 
productivity services as commercial Office 365, such 
as email, file sharing, and Teams collaboration, but the 
GCC High infrastructure is located entirely within the 
United States, restricted to only screened Microsoft 
personnel who are U.S. persons,[1] and is logically 
segregated from commercial Office 365.

GCC High fulfills the DFARS requirements for cloud 
service providers to meet the FedRAMP Moderate 

baseline and to comply with incident reporting, media 
preservation and protection, and damage assessment 
requirements to process, store, or transmit Controlled 
Unclassified Information (CUI) in the cloud.

Do I Need GCC High for CMMC?

Microsoft offers robust support for a wide range 
of compliance frameworks and requirements. 
Microsoft’s Public Sector blog [2] is a good resource for 
understanding the key differences between Microsoft’s 
commercial and government offerings.

If you will never hold CUI and only need to 
achieve CMMC Level 1, you may choose the cloud 
environment that best suits your organization’s needs. 

However, we recommend that defense contractors 
and organizations that may hold CUI choose GCC 
High in all cases. 

Reasons for this recommendation include:

•   Moving from one cloud to another requires a full 
migration, so if you anticipate that you may hold CUI 
in the future, you should choose GCC High;

•   If you hold or may hold export-controlled data 
under ITAR or EAR, you should choose GCC High. 
Commercial and GCC (not High) cannot support 
export-controlled information;

•   If you hold or may hold other types of CUI Specified 
that require U.S. data sovereignty,[3] you should 
choose GCC High. Commercial and GCC cannot 
support these information types; and

•   Bottom line: Microsoft is committed to meeting 
the current and future regulatory requirements 
impacting the Defense Industrial Base in GCC High.

The table on the following page illustrates how different 
Microsoft clouds support various compliance, data 
protection, and data sovereignty requirements.

[1] 15 CFR § 772.1; 22 CFR § 120.15
[2]  https://aka.ms/MSGovCompliance
[3] https://www.archives.gov/cui/registry/category-list

https://defcert.com/resources/


Image source: Microsoft – Understanding Compliance Between Commercial, Government, and DoD Offerings.[4] 
Used with permission from Microsoft.

[4]  https://aka.ms/MSGovCompliance
[5] DFARS 252.204-7012(b)(2)(ii)(D)
[6] https://marketplace.fedramp.gov/

Questions to Ask Your Cloud Service Provider 
(CSP) about Compliance

•   Are the CSP’s services FedRAMP authorized? 
Cloud services used to store, process, or transmit 
the DoD’s CUI must meet the FedRAMP Moderate 
baseline.[5] Technically, the CSP must meet 
“equivalent” security requirements. The most 
defensible position is to use cloud services that 
are FedRAMP authorized. See the FedRAMP 
Marketplace for a complete list of authorized 
services. [6]

•   Will your data stay within the U.S. and be restricted 
to only U.S. persons?  
FedRAMP authorization does not ensure that 
your data stays within the United States or that 
only U.S. lawful permanent residents (or other 
protected individuals) can access it. Export-
controlled information (ITAR, EAR) may not be 
stored on a cloud service that does not meet these 
requirements.

•   Ask for a copy of the CSP’s Customer Responsibility 
Matrix. 
Don’t assume that compliant cloud services 
automatically meet all of your security requirements. 
FedRAMP-authorized cloud services should have a 
Customer Responsibility Matrix (CRM) that outlines 
which security controls are met by the CSP, which 
are shared by the CSP and the customer, and which 
the customer is solely responsible for.

•   Can the CSP meet incident reporting and damage 
assessment requirements? 
DFARS 252.204-7012 specifies in paragraphs (c) 
through (g) that cyber incidents must be reported to 
the DoD within 72 hours of discovery, that images of 
all affected systems be preserved for 90 days, and 
that the DoD may access any equipment necessary 
to conduct a forensic analysis, among other 
requirements. Ask your CSP if they will accept a 
contractual flow down of the DFARS 252.204-7012 
clause.

https://defcert.com/resources/


Steel Root Reference Architecture

The Steel Root Reference Architecture is an 
optimized approach to compliance that helps 
organizations save time and money and avoid a 
never-ending compliance project.

It is a secure, cloud-native operating 
environment, built on zero-trust principles, 
that is purpose-built for meeting the CUI 
safeguarding requirements in DFARS 252.204-
7012 and preparing for CMMC.

The Steel Root Reference Architecture is 
a technical blueprint for compliance that 
includes managed configuration baselines and 
documented process flows for GCC High and 
Azure Government services and leverages 
many of the security services available in the 
Microsoft cloud.

GCC High Licensing Strategies 
Determine Which Microsoft Services You Will 
Use

You’re probably familiar with Office 365’s core 
productivity services, such as email, file sharing, and 
Teams collaboration. But there is a lot you can do 
with the full breadth of Microsoft Government cloud 
services (SaaS, IaaS, PaaS) and the move to GCC 
High and Azure Government opens opportunities for 
companies to adopt best practices for cloud-native 
security and IT management that can help accelerate 
compliance.

Services like Azure Active Directory, Microsoft 
Endpoint Manager, and Microsoft Sentinel can help 
organizations meet a wide array of CMMC practices 
with a single vendor solution. The licensing you need 
depends on your system design and compliance 
strategy.

For example, the system design includes using 
Intune to configure and manage devices, 
Privileged Identity Management to enforce 
least privilege with approval workflows, 
Microsoft Purview Information Protection to 
encrypt and protect sensitive files, Microsoft 
Sentinel to manage logs and alert on suspicious 
activity, and Data Loss Prevention to detect 
CUI markings and prevent spillage.

There is no turnkey solution for CMMC, but 
Steel Root helps organizations accelerate 
compliance timelines and eliminate the burden 
of technical debt by starting with a vetted 
system design.

Questions to Help Determine Your Licensing 
Needs

Although there are many possible combinations of 
licensing, we find that a few questions or a small amount 
of upfront consulting can help narrow the scope of 
choices:

•   Will you deploy GCC High for the entire 
organization or as an “enclave” for just the users 
who interact with CUI? 
Defining your system boundary and required 
security capabilities is an important first step to 
selecting licensing. Enclave deployments commonly 
include the use of Intune to manage dedicated 
endpoints and/or Azure Virtual Desktop to provide 
secure workspaces. We recommend starting with 
a system design such as the Steel Root Reference 
Architecture or otherwise mapping out your 
required capabilities before buying licensing.

•   Will you use Intune for unified endpoint 
management of physical devices? 
Intune is included with Microsoft 365 E3 and E5 or 
as an Enterprise Mobility and Security add-on.



•   Will you use Azure Virtual Desktop for a virtual 
desktop infrastructure? 
Your virtual desktop users will need Azure Virtual 
Desktop rights, included with Microsoft 365 E3 and 
E5 or as a Windows E3 or E5 add-on.

•   Do you already have a FedRAMP-authorized 
endpoint protection/EDR solution, or will you use 
Microsoft Defender for Endpoint? 
If you don’t need Defender for Endpoint, in many 
cases you can save on licensing costs by using Office 
365 E3 as a base license with add-on licenses for the 
other features you need.

Licensing Information & Tips

•   Only Enterprise licensing is available in GCC 
High; you cannot buy Business licenses (e.g., 
you can buy Microsoft 365 E3 in GCC High, 
but not Microsoft 365 Business Premium).

•   Licensing is an annual agreement, paid 
upfront. When you add licensing throughout 
the year, it can be co-termed to match your 
renewal date.

•   Not sure what licensing you need? You only 
need one license to provision and configure 
a GCC High / Azure Government tenant. 
Additional licensing can be added later.

•   Licensing is significantly more expensive 
in GCC High than it is in in the commercial 
cloud. Based on our observations, GCC High 
licensing costs around 60% more than Office 
365 Commercial.

•   Licensing must be purchased through a 
reseller in the Microsoft AOS-G (Agreement 
for Online Services—Government) program. 
Many of these vendors also sell services; 
not all will just sell you the licensing. See our 
section on Where to Buy GCC High Licensing 
for more information and recommendations.

•   Usage-based services in Azure Government 
(e.g., Azure Virtual Desktop, Microsoft 
Sentinel, running virtual machines) can be 
billed through an Enterprise Agreement, a 
pay-as-you-go subscription, or through an 
Azure Government CSP (Cloud Solution 
Provider) like Steel Root.

Recommended License Packages

We recommend the following combinations of licensing 
for different types of users and common use cases. Feel 
free to reach out to us if you have any questions—Steel 
Root can help you plan your deployment and choose 
the right license package.

Important Notes

•   Office 365 licenses are different from Microsoft 
365 licenses. Confusing, we know. See the 
Resources section for links to helpful resources for 
understanding Microsoft licensing.

•   We recommend buying at least one Microsoft 365 
E5 license to enable Customer Lockbox, which 
provides support for CMMC practices in the Access 
Control and Maintenance domains, as well as 
Microsoft Purview Compliance Manager, with access 
to CMMC assessment templates to track required 
customer actions and shared responsibilities. This 
license includes all Microsoft 365 features and can 
be assigned to an administrator to configure tenant-
wide settings.

•   These packages are based on the Steel Root 
Reference Architecture, which leverages the 
Microsoft cloud for many security and IT 
management features, but uses another solution for 
endpoint security. These licensing packages assume 
you have an endpoint security solution; except 
for the “All Features” package, they do not include 
Microsoft Defender for Endpoint. Defender for 



Endpoint can be added a la carte in GCC High with 
the Defender for Endpoint SKU or as part of the 
Windows E5 add-on license.

All Features

If your users need Azure Virtual Desktop (or Windows 
Enterprise) as well as Microsoft Defender for Endpoint 
or Teams Phone, this may be your best bet. This license 
also includes advanced audit features and the ability to 
retain certain user audit logs for up to one year. This is 
the easy way to ensure you have all the features you will 
need now and in the future. Select the following license:

•   Microsoft 365 E5 

General User (Recommended)

Recommended for most users with managed or 
unmanaged devices. This package includes Intune 
and all the security features used in the Steel Root 
Reference Architecture but does not include Azure 
Virtual Desktop rights. Select the following licenses:

•   Office 365 E3

•   Enterprise Mobility + Security E5

•   Microsoft Defender for Office 365 P1

General User (Cost-Conscious)

We consider this a minimum viable licensing package 
for using GCC High for general productivity, identity 
and access management, and email security. This 
license package does not include Intune, Privileged 
Identity Management, Identity Protection, Risk-Based 
Conditional Access, or Microsoft Cloud App Security, 
which are recommended as part of the Steel Root 
Reference Architecture. Select the following licenses:

•   Office 365 E3

•   Azure Active Directory Premium P1

•   Microsoft Defender for Office 365 P1

Azure Virtual Desktop User

If your users need AVD but don’t need telephone 
services or Microsoft Defender for Endpoint, this 
licensing package is more cost-effective than buying 
Microsoft 365 E5. Select the following licenses:

•    Microsoft 365 E3

•    Azure Active Directory Premium P2

•    Microsoft Defender for Office 365 P1

Email Only / GFE User / Shop User

This license package may be suitable for users who 
primarily use Government Furnished Equipment 
(GFE), as well as other users who may only need 
access to email and occasional access to other 
company resources, such as employees working on a 
manufacturing shop floor. Certain limitations apply, 
including a mailbox / OneDrive storage limit of 2GB. 

Users with this license package can access Office web 
applications but not desktop applications, and are 
specifically blocked from using the Outlook desktop 
app. This license package includes Intune mobile 
device management (MDM) and mobile application 
management (MAM), as well as Azure Virtual Desktop 
rights (with some restrictions). Select the following 
licenses:

•    Microsoft 365 F3

•    Microsoft Defender for Office 365 P1

Administrator User (No Mailbox)

Most administrators should use normal user licensing, 
although a license is not required to administer Office 
365 or Azure services. For admin accounts that do not 
need Office 365 productivity services (e.g., separate 
privileged accounts or accounts for external service 
providers), we recommend assigning Azure AD 
Premium P2, which permits use of Azure AD security 
features such as Conditional Access and Privileged 



Identity Management, as well as the ability to enroll 
devices in Intune. Note that some administrative 
workflows, such as receiving alert emails, may require a 
mailbox. Select the following license:

•    Azure Active Directory Premium P2

Common Add-Ons

•  Phone System: Enables Teams Phone with PBX 
capabilities in the cloud. Currently, this requires 
you to manually set up Direct Routing [7] and PSTN 
connectivity or to use a third-party service provider 
with a calling plan.

•   Microsoft Defender for Endpoint: Available with 
the Microsoft 365 E5 and Windows E5 licenses, or 
as a standalone add-on license. [8]

•    Microsoft Project (Plan 3 and Plan 5) and Microsoft 
Visio (Plan 1 and Plan 2): Available in GCC High for 
users who need these applications.

Note on “Tenant-Wide” Licensing

Some Microsoft 365 services can be enabled 
for the entire tenant with only one active 
license (as opposed to licensing all users). 
This includes Microsoft Defender for Office 
365, Microsoft Defender for Cloud Apps, 
Microsoft Defender for Identity, Microsoft 
Purview eDiscovery (Premium), and Azure 
Active Directory Premium P2. Customers are 
on the honor system to comply with licensing 
requirements by licensing users who benefit 
from the service or feature.

Alternatively, to demonstrate eligibility as a “Category 
3” entity, you must submit a signed contract that 
indicates your obligation to protect a regulated data 
type (e.g., a contract with the DFARS 252.204-7012 
clause) – both entity types can purchase GCC High 
licenses. 

Eligibility Validation Form

Online: https://azure.microsoft.com/en-us/global-
infrastructure/government/request

•   In the section labeled “My organization is,” select 
“Customers handling government-controlled data.”

•   In the section labeled “Are you a private entity 
holding any of the following types of data subject to 
government regulation?” select all the relevant data 
types you hold.

Within three to seven business days, you will receive an 
email reply from the Microsoft US Government Cloud 
Eligibility Team asking for supporting documentation. 
Your final approval will come in the form of an email 
from the Microsoft US Government Cloud Eligibility 
Team. You will need to provide this email to an 
authorized reseller before purchasing GCC High 
licensing.

Where to Buy GCC High Licensing

As of the last update to this guide, there are 
59 authorized resellers in the Microsoft AOS-G 
(Agreement for Online Services—Government) 
program that can sell GCC High licensing. The full list 
of vendors can be found on the Azure Government-
authorized reseller list.[9]

Not all of the companies on the AOS-G list actually 
transact GCC High licensing, and each company has 
a different business model and service capabilities. 
Although many of the authorized resellers have a strong 
understanding of Microsoft cloud services in general, 
experience with compliance requirements varies 
greatly from vendor to vendor.

[7]  https://docs.microsoft.com/en-us/MicrosoftTeams/audio-conferencing-with-direct-routing-for-gcch-and-dod 
[8]  https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/gov
[9]  https://docs.microsoft.com/en-us/azure/azure-government/documentation-government-csp-list#approved-aos-g-partners

Obtaining Eligibility for GCC High

You must apply for approval and provide 
documentation to Microsoft before you can purchase 
GCC High licensing. As of January 5, 2021, you may 
demonstrate eligibility as a “Category 2” entity by 
possessing an active CAGE code or SAM registration. 

https://azure.microsoft.com/en-us/global-infrastructure/government/request/
https://azure.microsoft.com/en-us/global-infrastructure/government/request/


Purchasing Tip

If you have a flexible timeline, order your GCC 
High licensing on the 2nd of the month. If you 
buy on the 2nd or any date after that, then that 
month becomes the anniversary month moving 
forward. In effect, this can give you two to three 
weeks of “free” licensing over the annual license 
term. License orders currently take about one 
to two weeks to process. Add-on orders take 
one to two days.

Is GCC High CMMC Compliant Out-of-the-Box?

Short answer: no. Think of Microsoft 365 GCC High as 
a broad set of services that, when deployed correctly, 
can provide robust support for compliance, including 
DFARS, CMMC, and export control requirements. It 
is a platform that you can build upon to support many 
different use cases but is not a compliant system 
boundary unto itself.

You will need to configure services and features to 
meet specific practices, controls, and requirements. 
We recommend using configuration baselines, such 
as those in the Steel Root Reference Architecture, or 
Azure Blueprints,[9] as a starting point for implementing 
a secure baseline configuration. 

Configuration and Migration Services

Steel Root specializes in helping defense contractors 
adopt GCC High for DFARS compliance and CMMC 
readiness. Although many companies now offer 
migration and deployment services, the Steel Root 
Reference Architecture is a comprehensive system 

[9]  https://docs.microsoft.com/en-us/azure/governance/blueprints/
samples/cmmc-l3

design, purpose-built for meeting all of the technical 
requirements in CMMC Level 2, with vetted 
configuration baselines, robust documentation, and 
managed security and compliance services.

We can help your organization plan and orchestrate 
your move to GCC High within the context of a holistic 
compliance strategy. 

Steel Root Offers:

•   Pre-migration consulting and system design

•   Implementation and migration services

•   Configuration baselines

•   Managed cybersecurity services

•   System administration and helpdesk services

•   Compliance advisory and program management

Choosing the right AOS-G vendor can play a critical 
role in the long-term success of your security and 
compliance effort. Steel Root can assist in aligning your 
use cases and compliance needs with the appropriate 
licensing and procurement strategy.



Microsoft 365 Maps 
A helpful resource for comparing the 
features in different Microsoft 365 
licenses

Microsoft Product Placemat for 
CMMC 2.0 
An interactive spreadsheet that 
describes how Microsoft cloud services 
can be used to support CMMC practices 

Microsoft Technical Reference Guide 
for CMMC 2.0 
A comprehensive technical resource for 
implementing CMMC practices using 
Microsoft cloud services

CMMC Center of Awesomeness 
A free, community resource for 
understanding and navigating CMMC 

Resources
Office 365 GCC High Service 
Description 
An overlay to the Office 365 service 
description that breaks down the 
differences and feature nuances in 
GCC High

GCC High Endpoints 
A list of GCC High endpoints, useful for 
network design and allowlisting 

Steel Root GitHub Repository 
A collection of free, open-source 
scripts based on the Steel Root 
Reference Architecture to help system 
administrators configure and manage 
GCC High

Microsoft Portals 
A useful reference for administrators 
that lists the admin portals for GCC High

Microsoft FIPS 140-2 documentation 
A reference for Microsoft’s approach to 
FIPS 140-2 validation

Microsoft Security Baselines Blog 
The official blog for Microsoft Security 
Baselines, including the Microsoft 
Security Toolkit

GCC High Roadmap 
The official, public-facing Microsoft 365 
roadmap, filtered for GCC High

Microsoft Public Sector Blog 
The official blog for Microsoft’s Public 
Sector team, with insights and resources 
for Microsoft Government cloud services

Cooey Center of Excellence 
An online community (Discord server) 
for cybersecurity and DoD compliance 
practitioners and an excellent community 
resource for GCC High technical support 

https://m365maps.com/
https://www.microsoft.com/en-us/download/details.aspx?id=102536
https://www.microsoft.com/en-us/download/details.aspx?id=102536
https://www.microsoft.com/en-us/download/details.aspx?id=103401
https://www.microsoft.com/en-us/download/details.aspx?id=103401
https://www.cmmc-coa.com/
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-us-government/gcc-high-and-dod
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-us-government/gcc-high-and-dod
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-u-s-government-gcc-high-endpoints?view=o365-worldwide
https://github.com/steel-root/TenantConfiguration
https://msportals.io/usgovt
https://docs.microsoft.com/en-us/compliance/regulatory/offering-FIPS-140-2
https://techcommunity.microsoft.com/t5/microsoft-security-baselines/bg-p/Microsoft-Security-Baselines
https://www.microsoft.com/en-us/microsoft-365/roadmap?filters=GCC%20High
https://techcommunity.microsoft.com/t5/public-sector-blog/bg-p/PublicSectorBlog
https://cooey.life


Build the barriers that 
protect your business, 
not disrupt it.
Our mission is to secure U.S critical infrastructure 
by providing world-class cybersecurity services to 
businesses of all sizes.

Get Started: steelroot.us/get-started

www.steelroot.us
info@steelroot.us
978-312-7668

https://steelroot.us/get-started/
http://www.steelroot.us

